


e Passkeys are a more secure alternative to passwords .

e More secure, because:

o passkeys are resistant to phishing -

o passkeys have no secrets that can be leaked from servers

o passkeys are generated automatically, never reused

o passkeys can be stored on secure hardware: security keys
e Also easier to use:

o No secrets to remember

o “Sign in with your face, your finger, or your PIN”

o Optionally, automatically backed up and synced
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What is a passkey?

Passkeys are like passwords but better. They're better because
they aren’t created insecurely by humans and because they use
public key cryptography to create much more secure
experiences.

But passkeys aren't a new thing. It's just a new name starting to be
used for WebAuthn/FIDO2 credentials that enable fully
passwordless experiences. These types of credentials are also
called discoverable credentials or sometimes resident credentials.

DEMO o

Try it out

Create a temporary username so we can
register your passkey. You'll only need your
passkey to sign in after creating an account.

[ Username ]

OR

Accounts will be deleted after 24 hours. By registering, you
agree that your data will be treated in accordance with the
Yubico Privacy Policy.
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Passkeys are stored on Authenticators

e Cross-Platform Authenticator
also called roaming authenticator
example: a USB security key

(o )7

e Roaming authenticators can use different

transports: USB, NFC, BLE, hybrid

e Platform Authenticator
Built into user’s device
example: a built-in fingerprint sensor

)
o FacelD
)
( @ﬁ—]}\\\) TouchlID
® o Windows
W/ Hello

e Note: a single authenticator can store
multiple passkeys!



Different types of passkeys

ﬁ

Device-bound | @ |] Synced | Copyable passkeys |©

g

e Single-device e Multi-device

e Backed up and synced across

e Hardware attestation . . .
devices via a cloud provider

e |deal for high assurance use
e No need to re-enroll a new

cases .
- device on every account!
e FIPS eligible e Synced across devices but not
e Example: passkey stored on a across ecosystems
security key (i.e. a passkey synced via iCloud

IS not available on Android)



Low assurance High assurance

— O 9© u

Password OTP Synced Device-
passkey bound
passkey




Public Key authentication

challenge
4—
” Alice Bob *
—
response

private key a public key A

response = sign(a, challenge)

result = verify(A, response, challenge)



FIDO Public Key authentication

(Simplified)

challenge challenge
— G
‘ Verifier *
— —
private key k Authenticator response Client response public key p

response = sign(k, challenge) result = verify(p, response, challenge)



= Microsoft
Sign in
Email, phone or Skype

No account? Create one!

Q Sign-in options

e e —

- - _|'~--_,_
"™ - . ! l . -
erms or use
- ...- - — R ..““—




Phishing resistance

(Simplified)

challenge +origin challenge
— G
“ Verifier *
— —
private key k Authenticator response Client response bublic key p
response = sign(k, challenge) result = verify(p, response, challenge)

+origin +origin



Webauthn: JavaScript API e 80 Bl
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e navigator.credentials.create() : ,
register new FIDO credential | ebawthn s
e navigator.credentials.get() '~-§-___,'
FrOwser
authenticate using a previously registered credential 1
CTAP

&
%



WebAuthn API - authentication

e The navigator.credentials.get()
operation initiates an authentication flow:

<script>
var getOptions = {
publicKey: {

o User selects an authenticator c/:r/aallenge: serverChallenge
random nonce set by server
o User selects a credential (passkey) -
o User Presence/Verification function get() {
navigator.credentials.get (getOptions)
o Authenticator signs the challenge ety acaertion)
with the matching private key )
_ </script>
o Returns assertion
<div>

e Assertion is relayed to server for L opurton enclick=iget() frgets/button

verification



WebAuthn API - registration

<script>
var createOptions = {
O The publicKey: {
. ) rp: { name: "Example Relying Party" },
navigator.credentials.create() user: { // set by server
_ S _ _ id: johnsUserlD,
operation initiates a registration flow: name: "johnny",
displayName: "John Doe"
o User selects an authenticator S KeyCredparams: [ 1,
o _ authenticatorSelection: ({
o User Presence/Verification } residentKey: "required"
o Authenticator creates a key pair | chatienge: semverchalienge
: : }
o and signs the challenge with the function create() f
_ navigator.credentials.create (createOptions)
prlvate key .then( (credential) =>
{ relayToServer (credential) } )
' }
o Returns credential </script>
] ] <div>
O Credent|a| 1S relayed to server f()r' /<button onClick="create () ">create</button>
</div>

validation and storage



®

& & Relying Party

%
7
Authenticator Client app Server app
. —_—
JavaScript:
fetch(optionsURL) POST /vl/assertion/options

Host: rp.example.com
Accept: application/json
Content-Type: application/json

1}

CTAP
s 3@V 85 C ript: e

credential.get(response)

HTTP/1.1 200
Content-Type: application/json

{
"requestId": "J4BJJeV15y792xY-zyz8IAgyL1iFYTdg—-dBSQTA23hto",

"publicKey": {
"challenge": "2BxQbnxnaKrHFZBOKQF77j03M739v609VYBgEEYm4nU",
“"timeout": 180000,
"rpId": “rp.example.com”,
"userVerification": "preferred"

by

"errorMessage”: null




Backend API

& Relying Party
Authenticator CTAP Client app Server app
fetch(optionsURL) POST /vl/assertion/result
Host: rp.example.com
Accept: application/json
Content-Type: application/json
{
"requestId": "J4BJJeV15y792xY-zyz8IAgyLiFYTdg—dBSQTA23hto",
"assertionResult": {
"id": "LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvG",
"response": {
"authenticatorData": "SZYN5GhONBcPZHZgW4_krrmihjzzuoMd12MBAAAAAA...",
"signature": "ME8fLjd5y6TUOLWt519DQIhANiYig9newAJZYTzG1i51wP",
"userHandle": "jdoe",
"clientDatalSON": "eyJjaGFTBrTmM4uIjoiaHROcDovL2xvY2FsF1dGhuLmd1dCJ9..."
s
"type": "public-key"
}
}

G—_—

HTTP/1.1 200
Content-Type: application/json

{
}

"status": "ok"




https://passkeys.dev/docs/tools-libraries/libraries/

00 B) Libraries - passkeys.dev X +
« > C (B https://passkeys.dev/docs/tools-libraries/libraries/ ™ ﬁ) ] » 0 92
passkeys.dev Docs Device Support About Search docs... arl+/ Q) @ W G
> INTRO Libra ries ON THIS PAGE
> USE CASES Updated for passkeys
v TOOLS & LIBRARIES Updated for paSSkeyS Rust
Libraries TypeScript
Test & Demo Sites Java
Rust
> REFERENCE Other FIDO2/WebAuthn
e webauthn_rs: WebAuthn for Rust Server Applications (William Brown) libraries
NET
TypeScript Go
Java
e SimpleWebAuthn (Matthew Miller)
Python
Ruby
Java

e java-webauthn-server (Yubico)

Other FIDO2/WebAuthn libraries

The “Awesome WebAuthn” GitHub repo is also regularly updated with libraries
from the community.

NET

e FIDO2 .NET Library (Anders Aberg, Alex Seigler)
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Attestation provides verifiable evidence as to the authenticator’s origin
Based on a hardware attestation key and certificate

Use FIDO Alliance Metadata Service to determine provenance
Implement Allow/Deny lists to filter Authenticators

Typically used in high-assurance (enterprise) use cases

Authenticator -
Metadata f o

ALLIANCE

MDS

Attestation
Data

o 7.}



' 0K ) ED v 4 O & opotonniee.github.io ﬂ]

FIDO MDS Explorer

aaguild e
(AUth enticator unique | D) YubiKey 5 Series with Lightning

» aaguid: "c5ef55ff-ad9a-4b9f-b580-adebafe026d0"

ke P r O 't e C 't i O n « metadataStatement:

y o legalHeader: "Submission of this statement and retrieval and use of this statement indicates acceptance of the
appropriate agreement located at https://fidoalliance.org/metadata/metadata-legal-terms/."

e.g. secure_element

aaguid: "c5ef55ff-ad9a-4b9f-b580-adebafe026d0"
description: "YubiKey 5 Series with Lightning"
authenticatorVersion: 328706
protocolFamily: "fido2"
schema: 3

» major: 1

transports e

e . g . u S b o authenticationAlgorithms:
1. "ed25519_eddsa_sha512_raw"
2. "secp256r1_ecdsa_sha256_raw"
o publicKeyAlgAndEncodings:

S t a t u S o attl'stl:t(i)z?l"‘l'ypes:

1. "basic_full"
o userVerificationDetails:

(certification level) o

2.

O 0 0O 0 0 O

» userVerificationMethod: "presence_internal”

» userVerificationMethod: "passcode_internal”
» caDesc:

base: 64

minLength: 4

maxRetries: 8

blockSlowdown: 0

3.
» userVerificationMethod: "none"
o keyProtection:

4 hhavdwaral
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https:// www.vubico.com/aenuine

vubico

Verify your YubiKey

& Verification Complete
Yubico device verified

YubiKey 5 NFC
YubiKey 5C NFC

Firmware version: 5.7.4
FIDO L2 certified

Verify Another Device

A Hide technical details

AAGUID:

d7781e5d-e353-46aa-afe2-3cad49f13332a

What's this?
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https://demo.vubico.com/webauthn-developers

demo.yubico.com

CREATE ASSERT
RESET Preview
User identity A
user
Defined by session v
user.id
6311424384b4d64124c!

user.name

Ms3qfgCvbr8W

user.displayName

Ms3qfgCvbr8W

Authenticator selection v

"publicKey": {
"challenge": "3db099ecaebf3cc6cd53cd83£2£54400",
{
"id": "demo.yubico.com",
"name": "Yubico Demo"
b
"user": {
"id": "6311424384b464124c4df659cf417£9d83e3e09¢c71b2651
"name": "Ms3qgfgCvbr8w",
"displayName": "Ms3qfgCvbr8w"
}o
"attestation": "direct",
"authenticatorSelection": {
"userVerification": "preferred",

"residentKey": "discouraged",

"requireResidentKey": false
}o
"excludeCredentials": [],
"timeout": 90000,
"extensions": {

"credProps": true

Or paste something to decode...

X

Settings

Binary format: hex | b64 b64u | js

Session Management

Use this code on another device/browser to bring up
this session, or enter the code from another session

to restore it here.

Session

Ms3gfgCvbr8w

Credentials

o0
)

No Credentials

Oth ti v Create some credentials to use to
- Op ons authenticate a session
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h

Backend: demo.py
Frontend: static/index.html

ttps://tinvurl.com/bsides-passkevs
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WebAuthn Demo

Register

Register

Login

Login

localhost
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Android Passkey Credential Provider Service

e Release Date:
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v <

Google Play Games Apps Books Kids

YubiKey Passkey Enabler

Yubico AB

5+

Downloads

Install on more devices

play.google.com

[0 This app is available for some of your devices 19 You can share this with your family. Learn more about Family Library

S K Discover your NFC reader Secure your identity
et up yOur pass ey Easily see where to tap your YubiKey® Use your YubiKey®, containing the

In settings, configure your phone to be based on the NFC reader’s position strongest hardware-backed passkeys,
able to use passkeys over USB or NFC. in your Android phone. to securely log in across website and
apps that support passkeys.

253 LM & NFTlo4
254 § + @ -+
YubiKey Passkey Enabler
YubiKey Passkey Enabler

/\ Passkey service not enabled

The passkey service is not enabled for @ Passkey service enabled

secure authentication. The passkey service is enabled and

ready for secure authentication.
& Enable in settings 28
our pho e
ose

Security key detected
No key detected NFC was used to detect a key.

Tap your security key on the back of the AAGUID

device, or plug it in via USB.
2fc0579f-8113-47ea-b116-bb5a8db9202a

@Where do | tap?
PIN status Supported interfaces

se e v

Enable passkeys
on Android

Plug in your YubiKey®, a physical
security key that delivers
hardware-backed passkeys for

a phishing-resistant method to log in.

Passwords, passkeys
&accounts

peator

ﬂ PEGI 3

Learn more

App support v

More appstotry -

Spotify: Music and Podcasts
Spotify AB
4.3 %







